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1. Introduction

The USB 2.0 DEVICE SERVER Combo solution not only allows you to add storage space onto your
home or office network but also allows you to work with the remote USB devices over a local network as
if they were connected directly to your local PC.

Key Features of the application are

¢ Integrated USB-IP and NAS solution

e USB Port 0 and Port 1 are USB NAS ports. Any Mass storage devices connected to these
ports will be detected as NAS drives

e The USB Port 2 and Port 3 are USB-IP ports, any device connected to these ports can be

virtualized on to the client PC

Allows USB Devices to be used and shared by client PC's on LAN

Supports wide variety of USB devices

Supports Ethernet networks 10/100Base-T via RJ-45

Supports printer auto-reconnect while sharing the printer from Client PC's

Supports auto sharing of USB devices

Supports USB device safe removal

User-Friendly application interface

The USB 2.0 Device Server solution enables on-the-go connection of USB Storage drives onto the 2 USB
ports.

The USB Port 0 and Port 1 are USB NAS ports. Any Mass storage devices connected to these ports will
be detected as NAS drives and needs to be manually shared onto the network. Any other device
connected to these ports will not be detected or available.

The USB Port 2 and Port 3 are USB-IP ports, any device connected to these ports can be virtualized on to
the client PC using the USBIP ADMIN Utility.

Access to the Network disks USB can be password protected and can be securely accessed over the
network. The USB 2.0 Device Server Application has IPSec feature which utilizes the built-in Hardware
Encryption Block to establish a Virtual Private Network (VPN) on-the-wire security.

2. Windows utility

The USBIP Admin utility Setup is an Install Shield based application, which can be used for installing,
uninstalling and upgrading the Client Software for the USB 2.0 Device Server. Please run the self-
explanatory Install shield application to install the Admin Utility.

The Admin utility is an application, which virtualizes the devices that are connected on the remote USB-
Server. The USBIP Admin utility can also be used for configuring the USB server device (on the board).
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2.1. TheVirtual USB-IP Driver Software

This contains a Virtual Bus Enumerator driver & Virtual Bus driver. These drivers will help in vitalizing
the USB devices, for each attached device on the USB-Server.

Virtual Bus driver takes the USB traffic from the USB Client drivers and passes it to the USB-Server,
which is sitting remotely on the network.

As soon as the utility is installed this application icon will be placed in the system tray as shown in the
figure below.

~ad02 233 9

Double click the icon on the system tray to view the Full screen mode of the PC client application as
shown below.

~<= USBIP Admin

o Device Mapping ‘Server Details
_;ﬁ:_ “Device Info Port. Class | Status
Device Mapping
Server Manager
< | | |18 | >

SHo | Dme:itae  Descrmtion

& | =
Disviss Manhing L oo oI

|zfafz007 16:41:27 I

The application has four panels, which are docked in the application.

1) Main window: This displays all the Device server and the USB Devices connected on them

2) Function Panel: This panel enables to switch between the Device Mapping and Server
Manager Application.

3) Device Details Panel: This displays the more verbose information of the server and the device
selected on the main window.

4) Log panel: Any event on the USB server creates a log in the Log panel. This helps in
continuous monitoring of USB device servers on the network.

The Admin Utility has two main functionalities built in

a) Device Mapping
b) Server Manager
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2.2. Device Mapping

Device Mapping enables virtualization of all USB Devices connected to the USB 2.0 DEVICE SERVER
unit in your LAN on your local PC.

Click on the Green Arrow Button in the Admin utility to start the device mapping, which will
automatically start the ‘Found New Hardware’ wizard to install the Virtual USB driver.

Continue the Add New Hardware wizard to install the Virtual USB driver for the USB 2.0 DEVICE
SERVER Admin utility.

Select “Search for a suitable driver for my device (recommended)” and click on ‘Next’, the Operating
System automatically will search for the driver until the Virtual USB over IP driver is installed.

Please Click on “Continue anyway” if a Windows dialog pops up about the Digital Signature as shown
below.

Suftware Tostallations

1 ‘: The softiare you ars instaling has rot pasesd Swindows Loge
& testing to-werifu ity commpatibilitn with dwindows =P [Tell me whi

Lhie Lerebirng e nnpinbanl.]

Coarlirnsivny ponn inxiallatiors of Hhix <ofllware mayp impan
ni destahilize the correct nperabion of yoor spsbem
either immediately or in the Fstore Miconsnft strongly:
rrcnmmends that pou shop thex msballabon ninw and
contoct the soltwarc vendor tor zoltware that has
passed Windows Logo tezting.

Continue Ssepwmay I i STOP |nstallation I

Power on the USB 2.0 DEVICE SERVER board and connect an Ethernet cable from the USB 2.0 Device
Server Ethernet port to your Local Area Network.

The USBIP Admin utility is capable enough to identify the USB 2.0 DEVICE SERVER USB servers by
it’s IP address on the network. As soon as the USB 2.0 DEVICE SERVER box is detected with a specific
IP address the Windows automatically invokes a Found New Hardware Wizard to install the drivers for
the USB server box.

NOTE: For proper enumeration of device remove the Firewall from the Windows Machine.
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Continue the Installation to see the USB 2.0 DEVICE SERVER board and the USB devices connected in
the Admin utility as shown below.

== USBIP Admin
Eile Fupctions Device Mapping  Yiew Help
96 ! &
»0 A Se®
A Device Mapping Server Details
Device Mapping —! 192.168.3.22 { Loaded Successfully )
Server Manager

Started Device Mappin

2 B4z Informed New Server 192 Arreal
3

02082007 164221 Server (192168 3 22) Arrival Notification Successhulll

_Device Meppn Log | Gerver ManaerLoa

Server (192.168.3.22) Arrival Notification Successful. !l 2/B2007 16:42:29

In the Device mapping window, all the USB devices are shown as a tree under the USB Server.

Right click on any device and click on “Connect” to virtualize that USB device onto your PC as shown
below .

»= LISRIP. Admin

File Fupctions Device Mapping  Yiew Help

» Ok &

Device Mapping

'EE@ Lisconmnect

Server Manager




EN7

2.3. Server Manager

The Server manager enables the Administrator to configure the USB 2.0 Device Server via the network.

~= LUSBIP Admin

Eile Fupctions Zerver Manager Yiew Help

k@
vers(s) | Server Details |

R Server Manager - Found 0 Ser

Device Mapping

&

Server Manager

|~

Server Manager Log.
[Server {192.168.3.22) Depature Notification Successful. 11 12}8/2007 16:59:32 d

The Server Manger also has an option to search for the device on the Network:

Right Click on the Server Manager Main window and Click on Search server as shown below .

< LSBIP Admin

-E_iIE:_ Functions  Server Manager  View Help

Dervice Mapping

Server Manager
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The dialog ‘Searching for Servers’ dialog will appear and list all the USB 2.0 Device Server devices on
the Network as shown below

& Secarching for Servers

Searching for Servers...

Found 1 Server(s]. remaining time = 1 seconds)

C5E1401 0-80-c2-1b-70-2

£ i} | G5

The USB Device Server search is password protected and should be unlocked in order to configure the
selected device.

~= LISUP Admin

On selecting ‘Unlock’ the password dialog pops up as shown below. Key in the password in the
‘Password’ dialog. The default password for the USB IP Server is ‘“combo”

Enter Password

|

If the Authentication has been successful an ‘Unlock OK’ dialog appears. The Device server can now be
configured for various settings as given below.
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2.3.1. Server Configuration

The Server Manager has an option to change Server Configuration settings through USBIP Admin Utility.
To open server configuration window right click on the USB 2.0 DEVICE SERVER server displayed on
the Server Manager Main window and select “Server Configuration” option as shown below.

< LUSBIP. Admin EH‘EI@

Ele Fupctions  Server Managet  View  Help

e

=

Device Mapping

\ 4

Server Manager

* Upgrade Firmware

4k server confiquration

B Restore Factory Defacks

3
v

B2007, 170114 NoServers found I
02082007, 170125 1 Servers) Found
02062007, 170505 Unlock successiull

um—l%

| Setver Manager LEJ

[Device 192.1 nnet Intimation Successful

& USBIP Admin

¥ Server Configuration

rInfarmatian Basic Settings ;lB‘WI]
Model Marne ;
MCSE140 I3

Mac sddress: Server Mame: ], 1ogihip
00:50: 21 b 70: 2
Senial Numnbe: ;

£0000

Firmnware Wersion :

1.0.0.13

[ i §awa_.~_J [ x gance].:;A{
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Basic Settings:

The Basic Settings page allows you to specify a server name. Check the modify box and enter server
name as shown below.

#% Scrver Configuration Pk]
nbrrrantion Hasie tirthngs | IR Selingy | Pasud |
taodel Mame :
MR 14N " Modify
Mac Address : Server Mams: {ri=riA

00:50:c2: 1b:70:2f
Serial Murber :
(K RIRN]
Firrnwsarc Worzion ©
T

| o h'.a)r_c-_._J x_ ;;am:q';._;j

IP Settings:
The IP Settings page allows you to modify MCS 8140-D box IP Address as shown below.

% Server Configuration E|
igmations [Bsic Settings. 11 siethngs | Password |

b el Mo
MCSO740

Mac Add H

s ress IF Curfiguiatiur, ]’_::_:.: i j

0050 a2 1b: 70:2F

Gerial Murnber : IPaddess: | 150 3 22
e Subnet Mask ]

[irrnovare Yersion ;

Gate WwWap ] TH 152

1.0.03

The Default IP Address is 192.168.3.22

To modify the IP Address of the USB 2.0 DEVICE SERVER box, check the ‘Modify’ box and Select IP
Configuration (Select IP configuration Static/DHCP from IP Configuration drop-down box) as shown
below.

# Server Configuration

CIAlormaoh ——————— | p— F— s
=HIPHDR B gz |P Settins | g
Model MNarme :
MCEE140 W Modify
Mac Address
#E 1555 |P Corfiguration: ]Stat\c _'j
ULl b AL DHCFE
Serial Mumber : IPAdess: _
SOL0C SubretMask | 255 255 _ 26 . 0
Firrware Yersion :
: 192 . 168 3 1
10013 Gatewayr |

.. i E‘_m\mf“] [ x gmmulil
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After selecting IP Configuration key in the IP Address of the USB 2.0 DEVICE SERVER box in the IP
Address field followed by proper Subnet Mask & Gate Way as shown below.

¥ Server Confipuration

rInfarmation -;.---:: IP Settirias Tﬁe"ﬁi’wﬁi
odel Mame :
MCSE140 WV Modify
tdac Add 2
feaddes: IP Corfiguration:
MMM e Th 70 2F
Serial Numbe: : P Address:
ZEULE SubnetMask | 255 . 295 . 255 . O
Firmware Yersion
10013 Gate Way: J 152 . B8 a .3

After entering IP address, Subnet Mask & Gate Way then click on “save” button. Then USBIP Admin
shows a progress bar, after the process is finished, the following message box will be displayed.

3 .
\!_‘_) Server ¢ 192,100,0,24 1 configuration saved successFully 1

Note: Every unit in the network is identified by its IP address. The utility treats each IP address as unique
device. If the IP address of the box is modified, the software treats the same box as a different device and
will open a Found New Hardware Wizard.

Continue the Found New Hardware Wizard to install the Virtual USB-over-IP bus driver.
Now USB 2.0 DEVICE SERVER box appears with changed IP Address under USBIP Admin utility.
Password:

The Password Settings page allows you to change or Enable/Disable password of the USB 2.0 DEVICE
SERVER box. The Password settings page will be as shown below.

¥ Server Configuration EI
rInfoimation ——— Biasic: Settings || (R Gettings| - Password 1
Model Marne -
—— T Hadfi
Mac Address . Enable Password
00050 c2 Th 702t
Serial Nurnber : T Modify
S New Password :
Firrnware Vergion
100,13 lephi SRt
| @ sae | | X cancel

Check the Modify box to Enable or Disable password option to USB 2.0 DEVICE SERVER box.
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2.3.2. Firmware Upgrade

The USB 2.0 Device Server Firmware can be upgraded remotely using the Firmware upgrade option.
Select the server on the Server manager. Right Click on the server and Select Upgrade Firmware option to
upgrade the firmware.

~< LUSBIP Admin

File Functions Serwer Manager iew Help

& @

Server Manager - Found 1 Servers(s)

Device Mapping

| stais

ﬁ Search Servers

¢

Server Manager

B unlack
@ .lLrpgr@de.F_.irmWar_@

‘ﬁ Server Configuration

. Restore Factory Defaulks

Select the file to be upgraded by click on the Browse option in the “Select File” dialog as shown below.

X

Select Flle

— Give Fila Path

B3Iy 2007 uparade tar bz2 | gm Bruwse

' & 11-.11_151'-:;:-_“ ¥ camel I

An upgrade.tar.bz?2 file is required to upgrade the firmware. The upgrade .tar file can be downloaded from
our website www.lindy.com.

Click on “Transfer” to upgrade the firmware. A firmware upgrade status is displayed which automatically
relinquishes once the transfer is completed.

Firmware Upgrade Status @
Uploading file : uparade.tar bz2
5.Mo. ] IF Address ] % Completion i Status ]
1 192168322 Uploaded - 100% Uploading..
I Processing Pleaze Wait,.... x Cancéiil |

As soon as the transfer is completed, the USB 2.0 DEVICE SERVER USB server box automatically
restarts to apply the upgraded firmware settings.
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2.3.3. Restore factory defaults

Right click on the USB 2.0 DEVICE SERVER in the Server Manager Window and select the Restore
Factory Defaults function to obtain Default settings as shown below.

== USHIP Admin

Bie Fumbirs “Jarver Msiages Yo Helo

Sk & @

o:Time  Description
2007, 770125 Sereers| Foud
03082007, 17060R  Linkek suconshd

R

2
i e
4 U208 2007, 174158 Sevem [ VI TER 32 | condppason saved naccesshaly
5 0209-2007, 193056 Gerver | 192160322 | configuration saved nuccershily 8
g 02882007, 184338 Server [ 1502 1R2 3 M | configuration saved successhily ¥
7 2082007 185870 Reatering iantoey defaul vabies

8 22007, 18560 Festore lachay defal vahas mucosshd I

]

1

1

0209-2007, 185924 | Serears] Found
i 02082007, 185923 Unlnck suceesshd It
1 Y TN AT Server | 182162 227 | eonfigurahon swnd surcesshidy ¥

i Sor= e s

Server (192 160.7.72) Depature Mebfication Successful || U 19:02:13

5 Tars Ferm €0, WIS

Then USBIP Admin Utility pops up a window asking for to continue or not. If we select Ok button it will
get default settings.

LISBIP Admin

-
_‘%) Restaring factory default values. Do you want to continue?

Cancel |

2.4. Printer Auto-Connect:

USB Admin Utility enables Printers be shared between multiple clients making it a bidirectional Print
Server. In order to share the printer between multiple clients the user may need to connect the printer at
least once to install the driver for the Printer.

Once the printer is enumerated disconnect the Printer form the Device Mapping Window, Select the

Printer Auto Reconnect button _™="| on the Menu bar to open the Printer Auto-Connect Window.
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€% Printer AutoConnect

MNote:

The Printer Auto Canrect Feature, aukomatically Connects and Disconnects waur printer Fram wour
computer every birme you give a print,

Plaasa maks sure your printer has bean satup and configurad properly ba prink Fram ywaur machine,
before enabling Auko Connect For vour prinker,

To enable Auko Connect, click the check box next to wour Prinker's name.,

| T T
=2 et -"._Ig--_ E_.

192.1568.3.22 258

|l

= gam_ x ﬂx:l.;*

Select the Printer which was connected and Click on “Save” and close the Window.

Once the Printer is configured for Auto-Connect mode, It remains free as long as the Printer is connected
and becomes “Busy” only when a user prints to the printer connected.

Multiple User print jobs will be executed on a time sharing basis.

3. Web Server

The USB 2.0 DEVICE SERVER Combo has a user-friendly web browser interface to configure the box.

To open the web interface just type the IP address of the box, i.e: http://192.168.3.22:901 in the browser.
(Make sure that the proxy server is disabled on your PC's Internet explorer).

A dialog prompts for the username and password. The username is “root” and the default password is

Secure-NAS

User narne: [ 5}

i <!

Password:

[ Remember my password

[ oK ] [ Cancel
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If the authorization has been successful, the home page of the USB 2.0 DEVICE SERVER NAS
application will be visible as shown below.

i Meschip Secure-HAS - Windews Internel Explarar

£ = B - - 2 Pagn « () Took
Version 0,04
oTe Peatmas Fecure-hias rtul USD
Mlease choose a configuration action using ane of the above tabs.
About
5 Sesure-NAS webserver i3 m configusation utiity for creatiog netweri shares from the disiis cornested 1o the box
Features
> Wired as well 85 Wirgless configuratian
= Supponas vassus filesyetenn tyoed
IFHac corhiguration fer paciee stzmus Gvar the wee.
i) L5 @ et 10w -

3.1. Network Settings

The “Network™ tab allows you to configure both wired as well as wireless interfaces. For the wired side
we can configure the Static IP manually or set the box to automatically obtain an IP address by setting to
the Dynamic (DHCP) mode. (Make sure that the DHCP server should be in ON).

% oschip Secune-NAS - Windaws nteinet Exgplorer
G - B i ez ek = ix
-

- 1 = L
WG| e Secure-NAS - e i Eage ® S Todks w

Secure-NAS

Varsian 0.0.4
intciea Sanime HAS

Metwark Settings
elect network Interface type: || Wired LAN 7| Wirslasa LaN

virad Configuranon

Select Server IP Tvoe: & frstic [0 Sensmiclmcs
Static 1P addrass : 182.168.3.23

Suibrret Mask 285 288 25850

Brefaudt Sateway - 192.368.3.14

.a._é._..._ e

If the user selects the Network Interface type as “Wireless LAN” the browser shows the Wireless
configuration web page as shown below.
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{2 Merschip Sociste HAS - Windows Internet fxplores

G’_‘ * | hipcffese. 1603 2280t etweoet_weli

fi= @ - ewe s Dran- "

Secure-NAS

Version 0.0.4

Metwark Settings
[Salact natwork Intarface type: © wirad LAN |7 | wirsless LaN

Nirekess Configuration

Solect Server 1P Type: W | statc | Denamue{BHER
Static 19 address 19265102

Submet Masgk 255.255,355.0

Default Gateway 192.168.13.1

Wi Fi Routar Mama 1 o any  alac
Eneryption & o ™ oe

Kay Type : B asciihey | pEx kv

Ry Valug

Select the Server IP Type, and select Static in order to change the IP address, Subnet mask and Default

Gateway of the Box. If the choice is made as “Dynamic (DHCP)”, the box will automatically try to get an
IP Address from the wireless router available.

In the Wireless configuration the application can also list the Wifi access points available in the network
in the Wi-Fi Router Name.

If the choice has to be made to connect to a specific Wireless Router or access point choose “Select” radio
button and select the Wireless router in the dropdown menu.

3.2. Secure NAS Settings

The web-server has separate webpage to configure Secure NAS. Click on the Secure-NAS tab to view the
secure NAS settings in the Combo NAS USB IP solution.

Secure-MAS  Windows Internet Explorer

e v B Ml 1R A4 P01 NAS

Wbyt Fel
o
A T — B8 @-Don-Qux. 7
Secure-NAS
Version 0.0.4
e Mg Teute-NAR
Ehares DREEEFTD. Seaibty. TAKE

Share Parameters

Enter a e Share Name

Select To E&t Srare -
Select To Deste Share -
Partition Nam Size Used Free Usedss
Hingaten_DataT-aveioHrs aa 2 180
Hangeton_DataT-avelsr .0 5 ¥a &.0M 4T, 71
152, 159,322 901 TNk |G @ wteenet ® 1w
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3.2.1. Shares setting

The “Shares” tab is for creating/editing/deleting a share. A share is the partition of the disk that you want

others in the network to access. When a disk is connected to the NAS box the partitions and their statistics
will be shown in this page.

Socude HAS - Windows Imletmet Liplaner

&
- -
W @ | i searons | k7

[ o vz ve 3 2z tass

= [ - e - DTk

Secure-NAS

Moemion 0 4
Sharee_ ters TP Sechity :-!|I..'.“
[Share Parameters

Ertar & T SFace name m
Seleci Ta Edié Shan L3 | Gdadhars |

Getect Ta Delein Share -

g {9 166, S22 FOLRD FL STl

Specify the name in the “Enter a New Share Name” field to create a new share. If you have already

created a share then they will be shown in the “Select to Edit Share” and “Select to Delete Share” lists
that will allow you to edit/delete the shares.

When you click “Create Share” the parameters required for creating a new share are displayed.

{= Meachlp Sucera-NAS - Windsen Intarnut Laplotsr

(< [ O e BT B
q:‘ -
e G | Mot Seimias B~ B - e @b

-

Secure-NAS

Waerion 00 2

Iz Haranrk Spurw RS Wirtal 1S3
Shares | Users [TE. Securiy. . Sve

Share Pararmeters
Enter n firw Share fisne

|pendrivel ¥

| pandrival &

Enter parameters for : pendrivel

Bt Py Kingston_DataTravelerthm SHTILADO01I2 1 ™

e, Mo ™
Susmtc No

mrywgesbie Yes '™,
Hisgellapeous Optinns

svalably |Tes ™

tpi 195 60,352 00 fsharas e

Once a share is created by some the name (Ex: “flash_drive”), then you will be prompted to enter the
parameters for the share.
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e Select Partition: Select the partition which you want to access with the given share
name.

e Comment: Comments that you want to give for a share (optional setting)

e Validusers: Give the users separated with commas who are authorized to access this
share. If no user is listed then all will have access to that share. (optional setting)

¢ Readonly: Set read/write permissions for the share. Default is “No” which is
read/write permission.

® Guestok: Access the share with no password with account specified under guest
account.

¢ Browseable: This controls whether this share is seen in the list of available shares in a
net view and in the browse list.

e Available: This parameter lets you "turn off" a service. If available = no, then ALL
attempts to connect to the service will fail

For normal use you need not edit any parameters except selecting the required partition. Click on
“Commit Parameters” button and your share will be ready.

3.2.2. User Settings

In the “Users” tab you can add/delete/enable/disable a user. You can also change the password for a
specified user. The list of registered users will be displayed at the bottom. Enabling/Disabling a user
means if a user has been created and you want the user not to access any share then you can disable that
user. Means he will not be entirely deleted but only restricted to access any share.

{7 Maschip Secure HAS - Windmes Inereet Dxplerer

G,._\ L [y 1683773 Linsnawed v itei (&K i

q—;-

0 T T ——— _ Bi- 8 bl Qree- 7
Secure-NAS

Wersion 9,04

= TT—— T 5
Server User Management
Lign® Mams

M Fasswasd | Faiirmsd iSaudd b mitivem § isicenecs 800 MaaTm § iRetane

Bohin, Ragiatared Daerfa)

meschg

puone I T & et Fatan -

A username “moschip" is by default present, which is shown in the Registered User(s) table.



EN 19

3.2.3. TPSec Security Settings

In the “Security” tab you can configure a VPN with a client for secure access to the box. The box uses
IPSec for establishing a VPN.

7 Moschip Secure-MAS - Windews kniernel Dxplorer
':__‘ * | Nt/ 19E, L6.3.2 501 nnkwcs_secinky e | o T~
& -
W ok ﬂmw B - E) - leme - Tes - T
Secure-NAS

Wersian 0.0.4
a Tt Y e i ]
Sharss . Userd TR Securilyl Slabus
IPSec Sattings
IPEee Connactian: T | Enakle ™ Crpatls

Eneryptinn: Lk -1 - T AREizE i ARSi92 | ARSI4E
ALtrErtEstion: = Mo SH Y

Way Managemant |Aame (IKE) =

PFE | Brabie = agken
Prasharad Kay: L o

ey Lsfo Time: 3400

Connection Stafus: Dinconnasiod

By default the security will be disabled. Then we have the encryption and authentication settings. The
USB 2.0 DEVICE SERVER NAS will support 3DES, AES128, AES192 and AES256 encryption
techniques and MDS5, SHAT1 authentication techniques.

Encryption: " 32DES " AES1Z2E ~ AES102 " AESZELA
Authentication: = MDS  SHAl

The “Key Management” allows setting the type of key management whether Auto IKE (Internet Key
Exchange) or “Manual”.

In the below figure the “Auto (IKE)” is selected. Under this you have an option for enable/disable PFS
(Perfect Forward Secrecy) which is useful for key exchange. The “Pre-shared Key” field is to specify
what key to use and the “Key Life Time” field is the amount to specify the key lifetime in seconds.

Key Management: Auto (IKE) wl ._

PFS: ¢ Enable @ Disahle
Preshared Key; |mOSChiD |
Key Life Time: ‘3500 ‘

The below figure is the “Manual” configuration of Key Management. Here we have to specify the
“Encryption Key” as well as the “Authentication Key”. Apart from these we have a SPI (Security
Parameter Index) field with which the SA’s (Security Associations) will be identified.
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Key Management: “
. 1
Encryption Key: ‘ABCDEFGHIJKLMNOPQ
authentication Key: I,&BCDEFGHIJKLMNDP ‘
SPI; (0%100 ( 0x100 to Oxfff )

The connection status (Disconnected/Connected) will be displayed at the bottom in red.

Connection Status: Disconnected

Please check the Appendix section to know on how to configure IPSec on a Windows XP machine.

3.2.4. The Status page

In the “Status™ tab you can view the NAS server status, active connections, active shares and opened files
in a very informative way.

= Moschip Secure MAS - Windows Infernet Lplorer

GF" 8 beefli9zas8, 3. 22901 stons ke [ 112
% =
G S| s st { Bpi- B3 o e DRl T
Secure-NAS
Version 004
Hothe Ml i Securs-laS5
Tharey Upem  FTP . EeenAty  Status
Server Status
Rafrech intarsal 30
File grver Marages nreng | |
Npreor Marages nrAng m
Active Connections
FID Client IF address Date ®il
TE || meschip-fitiged || 16060033 | Theden 1oQifiETasne | (X
Share | Uger Grovp | PID <1 }
[ meachip || Moschep | 3859 || meschg-PR11EaA0 || Thi Jan
IETE meaship meechyg 2885 mesdmp-fe11687 Thu Jar
Open Hles
PID | Sharing | RfW | Oplock | Fide | Date

it 390158 3 22900 Aatis ;’E & ket ook -

The “Auto Refresh” button when clicked will keep on refreshing the page based upon the given refresh
time interval.

The “Active Connections” will display the IP addresses and the PC names that have connected to the
NAS box. In the “Kill” column you can close a connection by clicking “X” mark. But the client can re-
establish the connection.

The “Active Shares” page will display which share is accessed by which client. The “Open Files” will
display which files are currently opened by which client. The file permissions are also displayed here.
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3.3. Virtual USB-IP Settings

The web-server has separate webpage to configure Virtual USB server settings. Click on the Virtual USB
tab to view the USB server settings in the Combo NAS USB IP solution.

£ Meschip Secure HAS - Windews Internet Explarar

g,_ » | bemiioz see 3 2t 0t % 5% IS
m -

R P —— Bp- ) - i ek T

Secure-NAS

Version 0,0.4

e Mot SecuraNAS Virtusl U8
Tretroduclinm, Dayies-fiass LUpgrads

Introduction
About

S USE twer [P enables sorking mih the remcte USS devces suer o locel netwsrucor Intarrnt
Features
Allnws LSS Devices 10 e usens and shared iy slhers 705 om LAN
S Suppons wide vanety of USS dences

& both Ethernel ardd Wik retwerke

= Buppariy arinting to USE printer fram bath Wived and Wireless Intarface
3 SupnoME prnter sutt-rectnnect mhile dhactg the prntes frsm Cliees 'y
2 Buppedts auls shanng of USE dewces.

¢ Suppons VS8 dewce safe memoval

= UgarFrendly Aaplisatian intefadd

R 152,160,325 20l : e

3.3.1. The Status Page

Moechip Securs MAS - Windews Infernet Explores

Yo T B PetEefiRaR 65322001 fantnbatusTrntrm el 2 it

G
ﬁ -

o | B sasting

e e A B

BB @ ee-Oum-"

Secure-NAS

Worsion 0.0.4

sy Narwark Seeun Wirtusl U8 |

Itretuish| Device-Satusl  Lporns
Mirtual USB Device Status

This Sage Cesplovs Stovn of Vimual USE devices
SHo | Wi in cLASE PEEN i STATUN
1 gwdle | Owadlif | WebCam YigraPro o | nusy
Fl Oulac | Oal308 | iPod Ly

o p— - —

@ @ Wi -
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The status page displays the current status of the USB devices attached.

* Device Status:
e Vendor Id

* Product Id

* Class Id

* Peer-ip address
e Status

This status page is updated automatically every 10 seconds and it shows the device connected to USB 2.0
DEVICE SERVER board.

The Device Status table shows the Vendor Id, Product Id, Class, Peer-IP and the Status of the Device
connected. The Peer-IP is the IP Address of the computer on which the device is currently accessed.
Whenever any Device is Busy the Status of that device changes to “BUSY” and whenever it is not being
used it changes to “FREE” as shown below.

_=no | wid pid class I peet ip | status
1 Oud4ed | Oua2f Camera | 0.0.00 | FREE
2| Ou38f | OwB387 | Mass Storage Device | 137,188,323 | BUSY
3 | Ozd4b4 | 0456330 | USB2.0 Storage Device | 192.162.3.23 | BUSY
4 0x52f | 026387 Masz Storage Device | 00.0.0 | FREE

3.3.2. The Upgrade Page

The Upgrade page allows you to upgrade the firmware.

Muschip Securs-MAS - Windows Eniernal Lxplarar

G“ = ] bitpif152, 000, 325400 hporeda et ALE S A -
-
WO | o Seoaniig i Ti- B e oratEe s Tk
Secure-NAS
Versom (LG
eme Fign ey cs SEET
ThERTET  Tece-Saus YUpgrade
Upgrade
Flasse sos=ty 1he file name|
Brcwie
et daar
Core | O A Inberet = low -

Select the file to be upgraded by click on the Browse option on the Upgrade page as shown below.



Choose file

Look jn: |13 131ulp_2007 = O @& o

mcsS140-uship

My Recent
Documents

Desktap

My Computer

FQ
My Metwark.
Places

File pame:

Open I
Cancel

Files of type:

|upgrads tar _'_!
|

|40 Files )
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A file named upgrade.tar.bz?2 file is required to upgrade the firmware. If one is availableThe upgrade .tar
file can be downloaded from the LINDY website, www.lindy.com.

M .:usb-ip;. - Microsoft Internet Explorer
Edit

File Miew Favoribes  Tools  Help

@Back - g‘__ﬁ'ﬂ @ @ {h},:j Search ‘gﬂnL\.;’FavDrites eMedia @ Ejv .& @ - |:

Address | 4] hep:/192,168.3.22:8080 upgrade. html

USH

i home | | network | | status | [ uparade | [ thanks |
_ welcome, root
SEFVEr SUMMary | wggrade

Serial Number - 60000
Server Mame - moschip

Please specify the ﬁlg name:

Server Model - M4

!C:\Dncuments and Settﬁs\paval{{beskﬁi_émwse_..-i

| FW Mersion -1.0.0.9

I_: upgradﬂ

clear |

network surmrmary - wired |

MaC id - 008067112 ef 44|
Server IP - 192.168.3.22
Subrnet - 255.255.255.0
Gateway - 192,168,351
IP-Conf - Static IP

Click on “upgrade” to upgrade the firmware
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R .:us b -ip:. -Microsoft Internet Explorer

File Edit ‘“ew Favorites Tools Help

Qo - ) (%] [B] (p O seach Slpraones @reds &) - o B |

Address |@ hbps) /192, 168.3, 22;8080/upgrade-status, html

Versior

| home | [ netwaork ] | statls | | upgrade [ thanks |

welcome, root

server summary File Successfully uploaded
| Serial Number - 60000 Eestarting device...Please
Server Mame - moschip wait for a while:

Server Model - NU4
Fu Wersion  -1.0.,0.9

networle summary - wired |

1
MAC id - 00:80,67:12:efi44
Server IP - 192.1658.3.22
Subret - 255.,255.255.0
Gateway - 19216531
IP-Conf - Static [P

A file successfully uploaded message is displayed and the webpage also indicates that the USB 2.0
DEVICE SERVER box is restarting to apply the upgraded firmware settings.

4. Accessing the Network drive

Ensure the PC IP Address and Box IP Address is in the same subnet.
The network drive will be available on “My Network places” of Windows operating system.

Goto My Network places> Entire Network>Workgroup>mcs8140 as shown below to access the network
drive on USB 2.0 DEVICE SERVER.

S, BEEE
Ble Edt wiew Favertes Tools Help o
Qoecs - @ - [F | PO seach [ roiders | [

Atiress [t workoroun [~ B

o N G0 W8 H8 H3 S8 89 5

A R Cruise oPTRA Pe Rome2
= (Optra)

Shortcut: Goto Programs > Run. Type the IP address of the unit in the Run Dialog as show below.
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=f== Type the name of & program, folder, document, or
L] Inkernet resource, and Windows ~ill open it For you,

| ok | [ Carcel J [ Browse, .. J

OR

Type the box name in the Run dialog as follows: \mcs8140



Radio Frequency Energy, Certifications

FCC Warning

This device complies with part 15 of the FCC Rules.

Operation is subject to the following two conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause
undesired operation.

CE Statement, EMC Compatibilty
This device complies with EN Standards EN55022 and EN55024 according to the relevant EC
EMC Directive. It must be used with shielded cables only to maintain EMC compatibility.

Dieses Produkt entspricht den einschlagigen EMV Richtlinien der EU und darf nur zusammen mit
abgeschirmten Kabeln verwendet werden.

LINDY Herstellergarantie

LINDY gewahrt fir dieses Produkt Uber die gesetzliche Regelung hinaus eine zweijahrige
Herstellergarantie ab Kaufdatum. Die detaillierten Bedingungen dieser Garantie finden Sie auf der
LINDY Website aufgelistet bei den AGBs.

WEEE (Waste of Electrical and Electronic Equipment),
Recycling of Electronic Products

In 2006 the European Union introduced regulations (WEEE) for the collection and recycling of all
waste electrical and electronic equipment. The wheelie bin symbol shown indicates that this
product must not be disposed of with household waste. Instead the product must be recycled in a
manner that is environmentally friendly. For more information on how to dispose of this product,
please contact your local recycling centre or your household waste disposal service. Each
individual EU member state has implemented the WEEE regulations into national law in slightly
different ways. Please follow your national law when you want to dispose of any electrical or
electronic products.

More details can be obtained from your national WEEE recycling agency.

Germany / Deutschland

Die Europaische Union hat mit der WEEE Direktive umfassende Regelungen fir die Verschrottung
und das Recycling von Elektro- und Elektronikprodukten geschaffen. Diese wurden von der
Bundesregierung im Elekiro- und Elektronikgerategesetz — ElektroG in deutsches Recht
umgesetzt. Dieses Gesetz verbietet vom 24.Méarz 2006 an das Entsorgen von Elektro- und
Elektronikgeraten Uber die Hausmdlltonne! Diese Gerate mulssen den lokalen Sammelsystemen
bzw. drtlichen Sammelstellen zugefihrt werden! Dort werden sie kostenlos entgegen genommen.
Die Kosten fir den weiteren Recyclingprozess Gbernimmt die Gesamtheit der Geréatehersteller.
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